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Microsoft SharePoint Portal Server Management Pack for Operations Manager 2007

SharePoint Portal Server 2003 Management Pack for Operations Manager 2007

The SharePoint Portal Server 2003 Management Pack discovers and monitors a number of key components of SharePoint Portal Server 2003. These include the SharePoint Portal Server 2003 server role and related services in addition to Web sites and databases. This Management Pack monitors these components to report issues that cause downtime or poor performance.

These components are key building blocks for using the Distributed Application Designer to define a line-of-business application or a server farm running SharePoint Portal Server 2003. You can use the Distributed Application Designer to define not only the components of a line-of-business application or a server farm running SharePoint Portal Server 2003, but also their dependencies and relationships to each other.

The SharePoint Portal Server 2003 Management Pack is used with the Internet Information Services, SQL Server, Windows Server, and other Management Packs. For example, a server farm running SharePoint Portal Server 2003 consists of one or more roles for SharePoint Portal Server 2003 roles, Internet Information Services Web sites, SQL Server databases, and Windows logical hardware components.

You can use the Microsoft SharePoint Portal Server 2003 Management Pack with the Operations Manager 2007 Distributed Application Designer to define a line-of-business application or a server farm. Such line-of-business applications and server farms can consist of one or more Web sites, business-logic-related server roles and components, and databases.

The health state of each component can be rolled up to the overall health state of your line-of-business application. In addition to health monitoring capabilities this Management Pack includes dashboard views, extensive knowledge with embedded inline tasks, and views that enable near real-time diagnosis and resolution of detected issues. 

Document Version

This guide was written based on the March 2007 version of the SharePoint Portal Server 2003 Management Pack.

Getting the Latest Management Pack and Management Pack Documentation

You can find the latest SharePoint Portal Server Management Pack at http://go.microsoft.com/fwlink/?LinkId=82105. The latest version of this document is available at http://go.microsoft.com/fwlink/?LinkId=85414.
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You can use the SharePoint Portal Server 2003 Management Pack with the Microsoft Windows SharePoint Services Management Pack to monitor the components of your SharePoint Portal Server 2003. 

Components Monitored by the SharePoint Portal Server Management Pack

Use the Microsoft SharePoint Portal Server 2003 Management Pack to monitor the components described in the following table.

	Component
	Description

	SharePoint Portal Server 2003 Server Role
	An instance of all the installations of a SharePoint Portal Server 2003 role.

	SharePoint Portal Server 2003 Document Library Service
	An instance of a SharePoint Portal Server 2003 document library service.

	SharePoint Portal Server 2003 Single Sign On Service
	An instance of a SharePoint Portal Server 2003 single sign on service.

	SharePoint Portal Server 2003 Alert Notification Service
	An instance of a SharePoint Portal Server 2003 alert notification service.

	SharePoint Portal Server 2003 Administration Service
	An instance of a SharePoint Portal Server 2003 administration service.

	SharePoint Portal Server 2003 Search Service
	An instance of a SharePoint Portal Server 2003 search service.

	SharePoint Portal Server 2003 Backup Service
	An instance of a SharePoint Portal Server 2003 backup service.

	SharePoint Portal Server 2003 Scheduler Service
	An instance of a SharePoint Portal Server 2003 scheduler service.

	SharePoint Portal Server 2003 Portal
	An instance of a SharePoint Portal Server 2003 portal.

	SharePoint Portal Server 2003 Site Collection
	An instance of a SharePoint Portal Server 2003 site collection.


Before You Import the SharePoint Portal Server 2003 Management Pack

Before you import the SharePoint Portal Server 2003 Management Pack, you must import both the Microsoft SQL Server Management Pack and the Microsoft Internet Information Services Management Pack and discover the relevant SQL Server databases. In addition to these two required Management Packs, you must also import the Windows SharePoint Services Management Pack. You do not need to import the Windows SharePoint Services Management Pack before you import the SharePoint Portal Server 2003 Management Pack.

This version of Operations Manager 2007 works with two SharePoint Portal Server 2003 Management Packs: the SharePoint Portal Server Library Management Pack and Microsoft SharePoint Portal Server 2003 Management Pack. 

The following SharePoint Portal Server Library Management Pack files are included with this release of Operations Manager:


Microsoft.SharePointPortalServer.Library.mp

The SharePoint Portal Server Library Management Pack provides the foundation components for Management Packs that are related to SharePoint Portal Server and it must be imported with the SharePoint Portal Server 2003 Management Pack.


Microsoft.SharePointPortalServer.2003.mp

The SharePoint Portal Server 2003 Management Pack provides discovery and monitoring of components of SharePoint Portal Server 2003.

Support for Agentless Monitoring

The SharePoint Portal Server 2003 Management Pack does not support agentless monitoring.

Other Requirements

The SharePoint Portal Server 2003 Management Pack requires the following other Management Packs:


Microsoft Internet Information Services Management Pack 2000 or Microsoft Internet Information Services Management Pack 2003, or both


Microsoft SQL Server Management Pack 2000 or Microsoft SQL Server Management Pack 2005 or both


Microsoft Windows SharePoint Services Library Management Pack


Microsoft Windows SharePoint Services 2003 Management Pack

Files To Download

Download the latest version of the Microsoft SharePoint Portal Server 2003 Management Pack from the Management Pack catalog at http://go.microsoft.com/fwlink?LinkID=82105.

The package contains the following files:


Microsoft.SharePointPortalServer.Library.mp


Microsoft.SharePointPortalServer.2003.mp

Download the latest version of the Microsoft SQL Server Management Pack from the Management Pack catalog at http://go.microsoft.com/fwlink?LinkID=82105.

The package contains the following files:


Microsoft.SQLServer.2000.Discovery.mp


Microsoft.SQLServer.2000.Monitoring.mp


Microsoft.SQLServer.2005.Discovery.mp


Microsoft.SQLServer.2005.Monitoring.mp


Microsoft.SQLServer.Library.mp

Download the latest version of the Microsoft Internet Information Services Management Pack from the Management Pack catalog at http://go.microsoft.com/fwlink?LinkID=82105.

The package contains the following files:


Microsoft.Windows.InternetInformationServices.2000.mp


Microsoft.Windows.InternetInformationServices.2003.mp


Microsoft.Windows.InternetInformationServices.CommonLibrary.mp

Download the latest version of the Microsoft Windows SharePoint Services Management Pack from the Management Pack catalog at http://go.microsoft.com/fwlink?LinkID=82105.

The package contains the following files.


Microsoft.Windows.SharePointServices.2003.mp


Microsoft.Windows.SharePointServices.Library.mp

Additional Configuration

Discovery for the SharePoint Portal Server Management Pack relies on the file wssDiscovery.exe. This file is run automatically when you import the Management Pack. 

You must configure the Agent Action Account so that is has administrative access to the SharePoint Portal Server API and administrator rights to the SQL Server databases.

For discovery to work correctly, you must enable Proxy.

Create a New Management Pack for Customizations

Most vendor Management Packs are sealed so that you cannot change any of the original settings in the Management Pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different Management Pack. By default, Operations Manager saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate Management Pack for each sealed Management Pack you want to customize.

Creating a new Management Pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a Default Management Pack that contains customizations from multiple Management Packs, you can export just the Management Pack that contains customizations of a single Management Pack.


It allows you to delete the original Management Pack without first needing to delete the Default Management Pack. A Management Pack that contains customizations is dependent on the original Management Pack. This dependency requires you to delete the Management Pack with customizations before you can delete the original Management Pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original Management Pack.


It is easier to track and update customizations to individual Management Packs.

For more information about sealed and unsealed Management Packs, see Management Pack Formats. For more information about Management Pack customizations and the Default Management Pack, see About Management Packs.

To Create a New Management Pack for Customizations

	1.
Open the Operations Console, and then click the Administration button.

2.
Right-click Management Packs, and then click Create New Management Pack.

3.
Enter a name (for example, ADMP Customizations), and then click Next.

4.
Click Create.


Optional Configuration

This section contains information about creating a server farm in a SharePoint Portal Server 2003 environment. Creating a server farm enables your system to efficiently handle a high volume of Web activity. 

In a complex SharePoint Portal Server 2003 configuration, you might dedicate a server to the indexing service where that server has no Web sites or portals. In such a situation, you add a Server Role to the SharePoint Portal Server 2003 component. The following procedure takes you through such a configuration.

If your SharePoint Portal Server 2003 configuration includes a load balancing component, you must make sure that you have the IP addresses of each computer in the cluster and the IP address of the virtual server.

Creating a Server Farm Running SharePoint Portal Server 2003

You use the Distributed Application Designer to create a server farm that is running SharePoint Portal Server 2003. See the "Key Monitoring Scenarios" section for information about using your server farm.

To create a server farm that is running SharePoint Portal Server 

	1.
In the Authoring pane of the Operations Console, expand Authoring.

2.
Right-click Distributed Applications, and then click Create a new distributed application.

3.
Under Name Your Distributed Application, type a name and description for your application.

4.
Under Choose a Distributed Application Template, click Office SharePoint Portal Server Farm.

5.
Under Save to a Management Pack, use the drop-down list to select an existing Management Pack or click New to create a new one.

6.
Click OK.

7.
In the Objects pane of the Distributed Application Designer, under Organize Object Types, select Computer Role. When the Computer Role objects appear, drag one to the Servers block in the diagram. 

8.
From the object types in the Objects pane, click Logical Hardware Component. When the objects appear, drag the hardware component you want to include into the diagram. For example, drag a disk drive to the Network Storage block.

9.
From the object types in the Objects pane, click IIS Web Site. When the objects appear, drag each of the Web sites that are part of the server farm to the Web-site-related component.

10.
From the object types in the Objects pane, click Perspective. When the objects appear, drag a client you want to use to the Clients block in the diagram.

11.
If your server farm includes SharePoint Portal Server 2003 Server Roles that have been dedicated to SharePoint Portal Server 2003 Services, such as Search or Indexing, which are not hosting SharePoint Portal Server 2003 Web sites that are part of the server farm, click Computer Role in the Objects pane, and drag those Server Role instances to the SharePoint Portal Server 2003 Server Role Component. 

12.
To add a component group, click Add Component on the toolbar and use the Create New Component Group dialog box to create and populate a component group.

13.
Click Create Relationship on the toolbar, and use the tool to drag blocks around your diagram.

14.
To save your server farm, click Save on the toolbar.


Security Considerations for the SharePoint Server Management Pack

In order for SharePoint Portal Server 2003 discovery to work, the Run As Profile named "WSS Action Account" needs to be configured with one or more Run As Accounts. These Run As Accounts must reference a user account that has SPS administrative privileges and access to the SPS related databases. For more information please see the troubleshooting section. 

This Management Pack cannot run in a low-privilege environment.

Understanding the SharePoint Portal Server Management Pack

You can use the SharePoint Portal Server 2003 Management Pack to monitor components of a line-of-business application or a server farm running SharePoint Portal Server 2003 farm or line-of-business application.

Objects Discovered by the SharePoint Portal Server 2003 Management Pack

The following table contains descriptions of the objects discovered and monitored by the SharePoint Portal Server 2003 Management Pack.

	Component
	Description

	SharePoint Portal Server 2003 Server Role
	Represents an instance of all installations of a SharePoint Portal Server 2003 role.

	SharePoint Portal Server 2003 Document Library Service
	Represents an instance of a SharePoint Portal Server 2003 document library service.

	SharePoint Portal Server 2003 Single Sign On Service
	Represents an instance of a SharePoint Portal Server 2003 single sign on service.

	SharePoint Portal Server 2003 Alert Notification Service
	Represents an instance of a SharePoint Portal Server 2003 alert notification service.

	SharePoint Portal Server 2003 Administration Service
	Represents an instance of a SharePoint Portal Server 2003 administration service.

	SharePoint Portal Server 2003 Search Service
	Represents an instance of a SharePoint Portal Server 2003 search service.

	SharePoint Portal Server 2003 Backup Service
	Represents an instance of a SharePoint Portal Server 2003 backup service.

	SharePoint Portal Server 2003 Scheduler Service
	Represents an instance of a SharePoint Portal Server 2003 scheduler service.

	SharePoint Portal Server 2003 Web site
	Represents an instance of a SharePoint Portal Server 2003 Web site.

	SharePoint Portal Server 2003 Database
	Represents an instance of a SharePoint Portal Server 2003 database.


How Health Rolls Up

The following diagram illustrates the health rollup for the SharePoint Portal Server 2003 Management Pack. The health of each component rolls up to its parent.
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Key Monitoring Scenarios

After you create a server farm (see the "Optional Configuration" section) you can monitor the health of all the servers in the farm, including the following:


Component configuration


Component functioning 


Disk capacity


Database availability


Database free space


Processor performance


Memory utilization


Memory performance


Web site availability

The following table gives provides an overview of key scenarios the SharePoint Portal Server 2003 Management Pack offers to meet your business needs.

	Solution
	Description

	Service Availability
	
Generates alerts when one of the following SharePoint Portal Server 2003-based services stops:


Administration


Alert notification


Search


Single sign-on


Gatherer


Provides data when core SharePoint Portal Server 2003 services start.

	Server farm availability
	Monitors the availability of your server farm.

	Data Backup and Restore
	Monitors the backup and restore status of the following:


Backward-compatible document library


Content index


Microsoft SQL Server


Search

	Content Source Crawl
	Monitors and generates alerts for failures of the following components of this process:


Crawl


Gatherer

	Search Propagation
	Monitors and generates alerts for the most critical failures of this process:


Propagation Failed - (events 3063 or 7012)


Propagation Failure - Cannot commit index (event 7060)


Propagation Failure - Cannot commit index to any server (event 7077)


Propagation Failure - disk/mem (event 7027)


Propagation Failure - insufficient disk space (event 7057)

	Audience Compilation
	Monitors and generates an alert for any failure that occurs during this process.

	Profile Import Failures
	Monitors the import process and generates an alert for any failure that occurs during the process

	Disk Space and Security Failures
	Monitors and generates alerts for the following types of failure:


Insufficient disk space


Insufficient service account credentials


Insufficient credentials to propagate an index


Viewing Information in the Operations Manager 2007 Operations Console

You can find views and reports containing information about your line-of-business application or server farm running SharePoint Portal Server 2003 farm or line-of-business application in the Monitoring pane of the Operations Console.

Views

You can create custom views to suit your environment. For information about creating custom views, see the "How to Create a State View" and "How to Create a Diagram View" topics in online Help. 

You can see default and custom views in the Monitoring pane of the Operations Console. Expand Monitoring, expand Microsoft Office SharePoint Server, and then click a view. The view appears in the results pane. The following list contains the default views.


SharePoint Portal Server Server Role Health


SharePoint Portal Server Web Site Health


Disk Capacity


Disk Performance


Disk Utilization


Memory Utilization (Page File)


Memory Utilization (Physical)


Network Adapter Utilization


Processor Performance


Web Server (ASP) Performance


Web Server (ASP.NET) Performance


Web Server Performance

Troubleshooting

The following issues may be encountered when using the SharePoint Portal Server 2003 Management Pack.

Relationships between SPS Components, Databases, and Web sites Are Not Discovered.

In order for the SharePoint Portal Server 2003 Management Pack to discover the relationships between SPS components, databases, and Web sites the "Populate Microsoft Office SharePoint Portal Server 2003 Server Role Discovery Rule" Object Discovery must be configured to run with the appropriate level of privileges. By default the Object Discovery will leverage the Agent Action Account which in most cases will not have the privileges necessary to discover the relevant relationships. 

To configure the "Populate Microsoft Office SharePoint Portal Server 2003 Server Role Discovery Rule" Object Discovery with the appropriate level of privileges the Run As Profile named "WSS Action Account" for each SPS server must be configured with a Run As Account that has both SharePoint Portal Server 2003  administrative privileges and access to the related SPS databases and API. Using the user account that is used for the Identity of the Application Pool which is used by the SharePoint Portal Server 2003 Administration website is recommended.
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